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ABSTRACT

The Payment Channel Network is widely recognized as one of the most effective solutions for handling off-chain transactions
and addressing blockchain scalability challenges. In the Lightning Network, a popular off-chain mechanism, multi-hop payments
are facilitated through Hashed Time-Locked Contracts (HTLCs). However, despite its broad adoption, HTLCs are susceptible to
various attacks, such as Fakey, Griefing, and Wormhole attacks. In these attacks, adversaries aim to disrupt transaction throughput
by exhausting channel capacity or stealing routing fees from honest nodes along the payment path. We propose a scheme called
CommTLC, which leverages Pedersen commitments and signatures to detect and punish/prevent adversaries in Fakey, Griefing
and Wormhole attacks. We implement the proposed scheme and analyse its security within the universal composability (UC)
framework. Additionally, we compare the performance of CommTLC with the latest schemes, MAPPCN-OR and EAMHL+.
The results demonstrate that CommTLC outperforms both MAPPCN-OR and EAMHL+ in communication overhead, with only
a slight increase in computational overhead compared to MAPPCN-OR. Furthermore, the adversary detection time for Fakey,
Griefing and Wormbhole attacks using CommTLC is reduced to just a few milliseconds—specifically, less than 112 ms for a payment
path involving five users.

1 | Introduction

The Bitcoin blockchain is one of the most popular immutable
distributed ledgers, offering decentralization and pseudonymity
[1]. As of 25 May 2024, Bitcoin processes approximately 8.35
million transactions daily, with a total transaction volume of
1.01 billion, highlighting its rapid growth in usage [2]. Despite
Bitcoin’s widespread adoption in the payment space, it faces
challenges such as low throughput, long confirmation times, and
high transaction fees, all of which contribute to scalability issues
within the Bitcoin blockchain.

To overcome this issue, several layer-2 solutions [3-5] enable
users to perform transactions off-chain, making Bitcoin more
scalable. The Payment Channel Network (PCN) is one such

layer-2 solution, with the Lightning Network [6] being the
most widely used PCN. The Lightning Network allows nodes
to connect through payment channels, enabling the payer and
payee to conduct multiple transactions off-chain. However, a
major drawback of PCN-based solutions is that parties must lock
funds upfront. When the payer and payee do not have an already-
established (‘direct’) channel between them, multi-hop channels
can be utilized. A multi-hop channel consists of several direct
channels concatenated to form a payment path, starting with the
payer (the first node in the path), passing through intermediate
nodes and ending with the payee (the last node in the path).
Payments on a multi-hop channel rely on Hashed Time-Locked
Contracts (HTLCs) [6], as shown in Figure 1. HTLCs enable
conditional payments, meaning the payee receives funds only if
certain conditions are met within a specified safety period, known
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FIGURE 1 | Multi-hop payment procedure in payment channel network.

as the time-lock delta. If the conditions are not met within this
time frame, the transaction amount is refunded to the payer.

Despite its widespread adoption, HTLC has been the target of
several major cyberattacks, including Fakey attacks, Conges-
tion attacks, Griefing attacks and Wormhole attacks [7-11]. In
this paper, we focus specifically on Fakey, Griefing and
Wormbhole attacks. Fakey and Griefing attacks lead to contract
failures, causing the payment amount to remain inaccessible
until the contract’s expiration period, effectively resulting in a
denial-of-service (DoS) attack. In contrast, the Wormhole attack,
carried out by colluding malicious nodes along the path, bypasses
honest intermediaries and deprives them of their rightful routing
fees. In all these attacks, the adversary’s goal is to throttle
transaction throughput by locking funds in one or more payment
paths simultaneously, depleting channel capacity and stealing the
routing fees from honest nodes along the payment path.

These attacks are possible due to certain vulnerabilities in HTLCs.
One key issue is that the same payment hash is used in all HTLC
contracts along the payment path. As a result, colluding nodes
with access to the hash pre-image can bypass other intermediate
nodes and claim the payment. Additionally, any two intermediate
nodes can determine if they are on the same path by sharing the
payment hash. There is also no mechanism to verify whether the
payment hash provided by the payee matches the one used by the
payer when setting up the contract. This creates an opportunity
for the payer to manipulate or falsify the payment hash. Another
vulnerability arises when the payee, having the pre-image, refuses
toreveal it to unlock the payment, as there is no way to verify what
payment hash was provided by the payee.

By taking advantage of these issues in HTLCs, an adversary
can successfully launch these attacks. It is indeed required to
detect such adversaries and prevent them from launching such
harmful attacks. Many existing solutions focus on providing

privacy guarantees to HTLCs and preventing Wormhole attacks
[12-14]. However, none of these solutions address the detection
of such adversaries. In an earlier version [15] of the proposed
solution, we could detect adversaries in Fakey and Griefing
attacks only by the receiver using hash-based commitments.
That approach fails to detect adversaries involved in Griefing
attacks by intermediate nodes and Wormbhole attacks, and it does
not prevent any of these attacks due to the same commitment
being locked in each contract. The objective of this work is to
detect and punish/prevent these adversaries, without violating
privacy properties of PCN. Thus, this work is different from
existing solutions.

We propose a protocol, named CommTLC (Commitments-based
Time-Locked Contract), in which the contract between two
parties uses distinct commitments instead of a single payment
hash (as in HTLC). Initially, the payee selects a secret message
and generates a Pedersen commitment using this secret message.
Next, the payee shares this commitment along with a signed
version of its commitment with the payer. Upon receiving this,
the payer selects a different secret message, commits it and
shares its commitment, a signed version of its commitment, and
also the signed version of payee’s commitment with the payee.
After exchanging the Pedersen commitments, in the payment
lock phase, the payer forms an onion routing packet such
that each contract locks distinct but interdependent Pedersen
commitments between every pair of users on the path. The
additive homomorphism property of Pedersen commitments
is utilized to unlock commitments in the payment release phase.
Additionally, some partial opening information is shared with
the intermediate nodes via this onion routing packet. We note
that existing solutions assume that the payer shares information
private to each intermediate node through a secure and anonymous
channel (‘the secure and anonymous channel assumption’) [16].
CommTLC does not depend on the secure and anonymous
channel assumption.
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TABLE 1 | A summary of CommTLC’s objectives.

Attacks Adversary Attack detection Attack prevention Adversary detection
Fakey attack Payer o © [ ]
Griefing attack Payee or Intermediate nodes o © ([
Wormbhole attack Intermediate nodes o o [ J

Note: (@) denotes that the stated characteristic is achieved by CommTLC, while (©) denotes that it is partially achieved.

1.1 | Our Contribution

* We propose the CommTLC protocol, which detects Fakey,
Griefing and Wormhole attacks and adversaries launching
them, and prevents Wormbhole attacks (a summary is provided
in Table 1).

* We implement the CommTLC scheme using the Lightning
Network Daemon (LND) implementation of the Lightning
Network and evaluate its performance in terms of commu-
nication and computational overhead. We also compare its
performance with the MAPPCN and EAMHL+ schemes.

* We analyse the security of CommTLC using the UC frame-
work.

‘We discuss prior literature in Section 2. Section 3 provides the nec-
essary background information about the Lightning Network and
potential attacks on HTLCs. The proposed solution is described
in detail in Section 4. Implementation and evaluation details are
presented in Section 5. Section 6 analyses the security of the
proposed protocol. Finally, we conclude the work in Section 7.

2 | Related Work

The Lightning Network, one of the most prominent PCNSs, uses
HTLCs for multi-hop payments. However, HTLCs are vulnerable
to attacks such as Fakey, Wormhole, and Griefing. Additionally,
they compromise privacy properties in PCNs, including identity
leakage of both the payer and payee, balance privacy, path privacy
and more. To address these privacy concerns, various studies
have proposed privacy-preserving PCNs, such as those presented
in references [12, 17, 18]. Prior works like [19] and [20] explore
cryptographic techniques for providing privacy guarantees with
respect to user’s location in the context of location-based service
providing applications. These papers are using cryptographic
mechanisms such as zkSNARK and Diffie-Hellman Key Agree-
ment protocol to make user’s location private. However, our focus
is on addressing inherent vulnerabilities in the HTLC mechanism
without imposing any additional privacy requirement on HTLCs.
Next, we provide comparison of these PCN-related solutions in
Table 2.

In reference [12], the authors were the first to identify that
HTLC contracts are not privacy-preserving and are vulnerable
to Wormbhole attacks. Later, they proposed a privacy-preserving
solution using the Paillier encryption scheme and non-interactive
zero-knowledge proofs (NIZKPs) to defend against Wormhole
attacks [17]. While this was the first off-chain protocol to address
both privacy and concurrency in PCNs, the solution had a high
computational cost due to the use of NIZKPs. Another drawback

of this solution is that the sender must maintain a secure channel
with each intermediate node in the payment path. It is important
to note that establishing a secure channel requires knowledge of
the peer’s IP address, an assumption that may not always hold
in a PCN setting. Furthermore, the existence of a secure channel
reveals the sender’s identity to the nodes along the path. This
solution is neither secure against Fakey and Griefing attacks nor
does it detect adversaries launching these attacks [17].

Later, in 2019, the authors in reference [16] proposed an effi-
cient off-chain solution using chameleon hashes (CHTLC) to
address the payment path leakage problem. The CHTLC scheme
leverages chameleon hashes, which are less computationally
expensive than NIZKs. However, it retains the drawbacks of
reference [17] and is also vulnerable to key exposure attacks. The
first solution to relax the secure channel assumption between
the sender and intermediate nodes—while also addressing the
identity disclosure of the payer and payee—was introduced by
reference [13]. Their approach was based on elliptic curve group
operations, though it was not implemented at the time. Despite
offering some improvements, it neither detects adversaries nor
prevents the attacks outlined in Section 3.2. In 2021, the same
authors proposed another solution called neo-HTLC, which
provides privacy guarantees without requiring a secure channel
between the sender and intermediate nodes [18]. While the
sender’s identity was preserved in this approach, the solution
was not compatible with the Sphinx onion packet format. To
address this compatibility issue, the authors have also proposed
key-based time-locked contracts (KTLCs), which use a symmetric
key encryption-based protocol [18]. However, KTLC relies on
the secure channel assumption, potentially exposing the sender’s
identity to nodes along the payment path. Additionally, nei-
ther neo-HTLC nor KTLC detect adversaries launching Fakey,
Griefing or Wormhole attacks.

Although these solutions offer privacy guarantees, they either
introduce high computational and communication overhead or
remain insecure against Fakey, Griefing and Wormhole attacks.
To address these issues, the authors in reference [21] proposed a
lightweight solution using a simple hash function, onion routing
and a sidechain. This approach preserves the identities of both
the payer and the payee, while also preventing Griefing and
Wormhole attacks. However, their solution requires the payee
to deposit the routing fees (charged by intermediaries along
the path) into the sidechain. Moreover, it remains vulnerable to
Fakey attacks. The authors who identified the Fakey attack also
suggested a countermeasure using symmetric encryption [22].
However, their solution does not detect adversaries launching
Fakey attacks. In symmetric encryption, a shared secret key
is independent of the message, which benefits the malicious
sender.
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TABLE 2 | Comparison of existing solutions in PCN.
. Attack detection and prevention
Cryptographic Adversary
Scheme primitives Fakey Griefing Wormhole No SC detection Drawbacks
HTLC Hash function X X X v X Security and relational
anonymity is violated
AMHL NIZK, HOWF, X X v X X Complex key management
ECDSA and reveals sender’s identity
CHTLC Chameleon Hash X X v X X Reveals sender’s identity and
susceptible to key exposure
attack
MHTLC NIZK, Hash X X v X X Complex key management,
function high computation and
communication overhead,
and reveals sender’s identity
MAPPPCN ECC X X v v X Not implemented
n-HTLC Hash, CS X X v v X Incompatible with onion
routing and less efficient
KTLC Symmetric X X X X Less efficient due to
encryption encryption technique used
Hybrid Hash function X v v v X Payee must deposit routing
Multihop fees into sidechain.
HTLC-GP Hash function X v v v X Payee must deposit before
payment initiation
AMHP Bilinear maps v X v v X AMHL+ has high
(AMHL+, communication cost and
EAMHL+) EAMHL+ has high
computation overhead. All
payments are of same value,
thus privacy is leaked
Note: In this table, No SC * denotes “No secure channel assumption with intermediate nodes.”
A recent work by the authors in reference [14] achieves privacy in 3 | Background

PCNs without relying on the secure channel assumption. Their
solution is secure against Fakey and Wormhole attacks, though
it remains vulnerable to the Griefing attack. To ensure privacy,
the authors use bilinear maps, but this approach introduces
significant computational overhead. Moreover, their solution
assumes that the payment value remains consistent across all
nodes, meaning intermediaries do not alter any routing fees.
However, this assumption is unrealistic in real-world scenarios.

The authors in reference [23] propose a solution to prevent
the Griefing attack. Their approach involves two contracts: a
payment contract and a penalty contract. The receiver must lock
funds in the penalty contract beforehand, and if the receiver
refuses to provide the required pre-image, all other nodes along
the payment path are compensated from the penalty contract.
However, this solution neither detects adversaries nor prevents
attacks, and it also requires the receiver to lock funds in
the penalty contract before receiving any payment from the
sender.

Thus, there is a need for a solution that: (a) is secure against
Fakey, Griefing and Wormhole attacks and (b) can detect, punish
or prevent adversaries from launching these attacks.

This section provides a technical overview of the Lightning Net-
work’s channel construction, payment routing, detailed payment
processing and some of the possible attacks on Lightning nodes
in multi-hop payments.

3.1 | Lightning Network
We first discuss how channels are established between Lightning
nodes and then describe payment routing using HTLCs.

3.1.1 | Channel Construction Details

A node (say, U,) joining the Lightning Network for the first time
must establish a network connection to a node that is already con-
nected to Lightning’s peer-to-peer overlay network. Each node
in the Lightning Network is identified by a long-term secp256k1
public key [6]. The initial key exchange handshake, along with all
inter-peer communications, is authenticated and encrypted based
on the Noise protocol framework [24]. The node can establish
a new payment channel with a neighbouring node (say, U,) by
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sending an ‘open_channel’ message. The neighbouring node U,
responds to this request by sending ‘an accept_channel’ message.
Through this exchange, both peers, U, and U,, negotiate the
channel capacity («) and the initial balance of the channel (v,).
Using this exchanged information, the initiating peer U, issues a
funding transaction and a refund transaction. After the receiving
node U, responds with a ‘funding_signed’ message, U, broadcasts
the funding transaction to the Bitcoin network. This funding
transaction is recorded on-chain, as shown in Step 1 of Figure 1.

Once the funding transaction is confirmed (with at least six
confirmations) on the blockchain, the channel is opened. Thus,
the channel with identifier ¢y, ;;,» becomes ready for future
payments [6].

Furthermore, if U, wants to act as a node forwarding pay-
ments for others, it can announce its existence by send-
ing a ‘node_announcement’ message and its channel’s exis-
tence by sending a ‘channel_announcement’ message in the
Lightning overlay network. These messages also contain the
‘cltv_expiry_delta’ field, which declares the maximum time a
node is willing to have its funds locked in the payment channel.
This announcement of the node and channel helps inform other
peers in the network about the new node’s (i.e., U,’s) channel
capacity (a) and associated routing fees (r f).

312 | HTLC

A multi-hop payment is facilitated using the HTLC protocol.
HTLC is a type of contract used to make conditional payments
in the Lightning Network. HTLC locks an amount to a specific
multisig address. The locking script in HTLC employs two main
locks: a hashlock and a timelock. The HTLC locks an amount into
amultisig-based contract that can be spent in three different ways
by either the sender or the receiver.

First, the receiver can claim the amount by providing the pre-
image for the hashlock used in the contract before a certain
time or before a specific block height is reached. If the receiver
fails to unlock the amount before the specified time (i.e., Check-
LockTimeValue [CLTV] delta), then the sender can redeem the
amount using the second method, which involves providing a
valid signature after the CLTV delta has expired.

Third, the locked amount can be spent immediately by anyone
(the sender or receiver) who provides a revocation key. Next,
we will examine how multi-hop payments are processed using
these HTLCs.

3.1.3 | Multi-Hop Payment Procedure

To understand payment routing in a multi-hop payment process,
let us assume that user U, is already connected to several other
nodes in the Lightning Network. Additionally, U, has established
one or more payment channels with these nodes, allowing U, to
send or receive payments. To make a payment to user U,, to whom
U, does not have a direct channel, it must find a suitable path
in the network. Finding an appropriate path depends on various
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ning Networks.

factors, such as a path with sufficient channel capacity, adequate
liquidity (i.e., the available balance of the node after subtracting
the channel reserve and any pending HTLCs committed by the
node) low fees, and short timelocks. Once the path is determined,
the node must set up the corresponding HTLCs to complete
the payment.

We illustrate the sequence of exchanged messages between
these nodes in Figure 2. Initially, U, and U, are supposed to
communicate through a private channel over which U, can send
an invoice to U,. This invoice contains information about U,’s
public key, the amount to be paid and the payment hash H(r)
of a randomly generated secret r (generated by U,). Using this
invoice and publicly available routing information, the payer U,
determines a suitable path (say, a path with channel identifiers
[ccvpuy55 2 C<vyu,>]) to Uy using source routing. Note that
the Basis of Lightning Technologies (BOLT) specifications do
not cover the behaviour of the source routing algorithm [25].
However, in source routing, route selection utilises routing fees
and past payment success factors based on a modified version
of Dijkstra’s shortest path algorithm. If a path with sufficient
channel capacities is not found, then U, is expected to try finding
a suitable path. For now, let us assume that a path exists from
U, to U, through the intermediate user nodes U;, U, and U; as
shown in Figure 2.

Using this path, U, initiates the HTLC construction with its next
neighbouring user node, U,. The HTLC construction enables a
series of conditional payments, which can either be claimed by
providing the pre-image r to the ‘payment hash H(r)’ or timed
out after the expiration of a certain lock-time field. The payer,
U,, must calculate the amount of values v; each intermediate
node should forward, as well as the remaining time-lock values
t; for each outgoing hop. These time-lock values decrease as they
approach the payee, U,. Next, U, encodes this information in an
onion routing packet that follows the Sphinx packet format [26].
This packet format allows the user to construct the packet using
multiple layers of encryption. Each layer of wrapping information
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helps determine the next hop user, the amount to forward and the
remaining time-lock value.

U, initiates the payment by sending an ‘update_add_htlc’ mes-
sage, which carries the onion packet along with the payment
hash H(r) to the next neighbouring node, that is, user U,. Along
the payment path, each intermediate user decrypts the incoming
packet, retrieves its payload and forward the HTLC offer to
the next hop user. U; proceeds only after the new HTLC is
incorporated into the new state of the payment channel, and this
state change is irrevocable. Since these users share the revocation
key of the previous commitment transaction through a hand-
shake involving the ‘commitment_signed” and ‘revoke_and_ack’
messages (refer to Figure 2). Once these pending state updates
have been negotiated, U, forward the HTLC by attaching the
remainder of the onion packet to an update_add_htlc message
sent to the next hop, which proceeds in a similar manner. If any
of the intermediate users do not agree with the payment due
to insufficient balance, going offline or becoming unresponsive,
the HTLCs will fail, and the node will inform the other nodes
in the path by sending an update_fail_htlc message carrying a
failure message. This failure message is onion encrypted and is
forwarded along the backward path from the node that detected
the failure until it reaches the original payer, U,. These failures
are uncertain; thus, the Lightning Network does not guarantee
reliable payments.

Once the HTLC construction reaches the final payee, that is,
U,, it provides the pre-image secret r to the payment hash
challenge H(r) via an ‘update_fulfill_htlc’ message, which is then
forwarded in the backward direction by each intermediate node.
Consequently, each intermediary node claims its conditional
payments, receives the determined fees and finally settles all
pending HTLCs. The nodes may close the channel by sending a
settlement transaction on-chain, as shown in Step 3 of Figure 1.
This action moves the balance from the payment channel to the
user’s account on the blockchain.

3.2 | Possible Attacks on HTLC During Payment
Routing

Here, we discuss some of the prominent attacks on HTLCs
during multi-hop payments, which include Fakey, Griefing and
Wormbhole attacks. Fakey and Griefing attacks are intentionally
launched by an adversary to fail the payment and lock the
intermediaries’ funds until their timelocks expire. In contrast, the
Wormbhole attack is carried out by malicious intermediate nodes
to steal the routing fees from other honest intermediaries present
on the routing path. Consider the HTLC example provided in
Figure 3a, where U, wishes to make a payment to U, through
intermediate users U,, U, and Us;.

3.2.1 | Fakey Attack

In a Fakey attack, as shown in Figure 3b, a malicious payer (in this
case, U,) ignores the payment hash (the SHA-256 hash of the pre-
image r) received from the payee U, and instead generates and
shares a fake payment hash, denoted as F;;, with other users in
the path. User U,, unknowingly accepts F;; and forward it to next

hop user U, (Steps 2-3). Similarly, U, and U; accept and forward
Fy; further (Steps 4-5). While U, possesses the pre-image r, its
hash will not match Fy; since U, has not forwarded the genuine
payment hash Pj;. As a result, U, will not finalise the payment,
and the users along the path must wait for their timelocks to
expire to redeem the locked funds [22].

3.2.2 | Griefing Attack

A Griefing attack is launched by a malicious receiver, who can
be either a payee or any other intermediate node in the path.
In Figure 3c, the malicious payee U, receives P;; but refuses
to provide the pre-image r to U; in order to execute a Griefing
attack. In this attack, the adversary may go offline or intentionally
provide the wrong pre-image to its previous neighbour, ensuring
that users along the path can only roll back their locked funds to
their respective wallets after the expiration of their timelocks [23].

3.2.3 | Wormbhole Attack

In this attack, two malicious users collude to prevent honest
intermediate users from participating in a successful off-chain
payment. These colluding users steal the transaction relay fees
that are intended for the honest intermediate users. Figure 3d
describes the Wormhole attack, where users U, and U; collude
with each other. In this scenario, U; does not provide the secret
r to U, to meet the HTLC contract condition in Step 4. Instead,
U, bypasses its previous neighbour U, and shares the pre-image
r directly with U, as indicated by the left red arrow in Step 7. As
a result, the colluding users U, and Uj steal the transaction relay
fees that were intended for U, [12, 17].

4 | The Proposed Protocol

This section provides a detailed description of the CommTLC
payment protocol. We first discuss the essential building blocks
required for the proposed scheme, followed by a description of the
various phases of the CommTLC. Finally, we provide a detailed
discussion on detection of attacks in CommTLC.

4.1 | Building Blocks of CommTLC

We use the Pedersen commitment scheme [27], which is based on
the Discrete Logarithm Problem (DLP). The reason for selecting
Pedersen commitments is that they possess the additive homo-
morphic property, allowing us to prove that a secret committed
value has not been tampered with, without revealing the secret.

4.1.1 | Pedersen Commitments

The Pedersen commitments scheme uses Zj, where p is a prime,
as its basic algebraic structure. Let G, be a subgroup of Zj, of
order g, and g, h be elements of G,. A committer U, commits to a
secret message s € Z, by randomly choosing a trapdoor r € Z,,
generating commitment ¢ := commit(s,r) = g*h"(mod p). The
group G and elements g, h are chosen by either a trusted third
party or a verifier as suggested in reference [27, 28]. Here, we
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FIGURE 3 |

Fakey, Griefing and Wormhole attacks on HTLC during payment routing in a multi-hop PCN. (a) The regular HTLC setup among five

users is shown. (b) The malicious payer U, launches a Fakey attack, and (c) the malicious receiver launches a Griefing attack. This Griefing attack can
also be launched by any intermediate node, which is not depicted here. (d) U; and Uj; collude to launch a Wormbhole attack.
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assume that the group G and elements g, h are chosen by a verifier
and made available to the committer U, .

The commitment ¢ can be opened by U,, only when U, provides
(s,r) to U, at later point of time. The Pedersen commitment
scheme is unconditionally hiding and computationally binding
[27]. The scheme is unconditionally hiding since the verifier
cannot learn any information about s from c. The scheme is
computationally binding, since the committer cannot use some
other s to generate the same c, unless the committer is able to
solve the DLP [28].

The Additive homomorphic property allows us to multiply two
commitments of unknown values and to calculate the com-
mitment of their sum. Assume that, U, has generated two
commitments ¢;,c; where it committed messages s;,s; using
trapdoors r;, r;, respectively. The resulting commitments are ¢; «
commit(s;,7;) and ¢; < commit(s;, 7;). One can generate a new
commitment ¢, from previous commitments c;,c; using the
homomorphic property as follows:

Cx = €€
= commit(s;, ;).commit(s;, ;)
(g% h).(g 1)

— (gsﬁsj'hrﬁrj)

commit(s; + s;,7; +1;)

4.2 | CommTLC Details

This subsection presents CommTLC in detail. We consider an
indirect payment from a payer U, to a payee U,, along the
payment path P :={U, » U, - U, —» U; — U,}. U, wishes to
get some service for payment amount v; from U, via these
intermediate users {U,};c[; 5 as shown in Figure 4.

The three primary phases of CommTLC: pre-setup, setup and
payment are discussed here.

4.2.1 | P1:Pre-Setup Phase

This phase is performed between payer (U,) and payee (U,).
Initially, payee U, samples a secret message s, and trapdoor r, and
generates the corresponding commitment ¢, « commit(s,, ).
Next, U, signs ¢, and shares ¢, and the signed version of it
(SIGNy, (c,)) with the payer U, (Step 1 in Figure 4). Similarly,
payer U, generates the commitment ¢, « commit(s,,r,) and
shares (a) c,, (b) signed version of it (SIGNy, (c,)), (c) the signed
version of the received commitment ¢, (SIGNy, (c,)) and (d) the
required information to open c,, that is, {s,, r,} with the payee U,
(Step 2).

4.2.2 | P2:Setup Phase

This phase is performed only by the payer U,. It chooses three
secret messages and corresponding trapdoors, {s;, 7;} € Z, where
i €[1,3] for each intermediate user present in the path P (Step

3). Note that CommTLC does not allow U, to select a secret
message for U,. These secrets {s;,r;} corresponding to each
intermediate user U,, i € [1, 3], are shared in the payment phase
via onion routing—thus, additional overhead is avoided. Using
these generated secrets U, computes distinct commitments for
U,, U, and Us, as follows:

¢, < commit(s;, ), ¢, « commit(s,,r,), and c¢; « commit(s;,
ry). Further, U, utilizes these commitments and generates
Pas 3,2, Py as follows — ¢, 1=y, P3 1= PaCs, ¢, 1= P30y,
and ¢, = ¢,.;

Next, U, executes the last phase of CommTLC protocol, the
Payment phase.

4.2.3 | P3:Payment Phase

The Payment phase has two sub-phases, Payment — lock and
Payment — release.

4.23.1 | Payment-Lock. In this phase, payer U, uses stan-
dard onion routing [29] for passing the information needed by
each user U, to U, present on the path P. Steps 4-7 in Figure 4
show the payment locking phase.

U, constructs an onion packet for the next hop user
U,, includes the onion packet in m,, and sends m, via
‘update_add_commtlc’ request. m, is defined as follows:
my = E(E(E(E(zy, pk4), 23, pk3), 25, Pk,), 21, pky),  where  z; =
(¢i, Vic1s £ S5 5 Uir), 1 €[1,3] and z, = (¢4, U3, £y, null). Here,
m;_, = E(m,, z;, pk;) is the encryption of the message m; and z;
using public key pk; of user U;. This request message signals to U,
that U, would like to establish a new CommTLC contract with it,
containing payment amount v, (in millisatoshis [msat]) over this
channel. The onion_routing_packet contained in m, has infor-
mation for U, about its next hop user U,. U, decrypts m,, gets
m, and z,. Once U, and U, both agree, U, creates a CommTLC
contract that is, CommTLCL(U,, U;, vy, {¢;, (81, #1)}, ;) with its
neighbour U, (shown in Step 4). Then, U, forward message
m, = (E(E(E(z4, pk4), 23, Pks), 25, pk,) to itsneighbour U,. This
continues till user U, receives E(z,, pk,).

Similar to CommTLC1 created by U,, other users on the
path P: U,, U, and U, also create CommTLC contracts,
CommTLC2(U,, U,, vy, {¢,, (55, 1)} t5), CommTLC3(U,, Us, v,,
{p5, (83,730} t5),  CommTLC4(Us, Uy, 05, ¢4,t,)  with  their
neighbours U,, U; and U,, respectively (Steps 5-7).

4.23.2 | Payment-Release. Once the payment contract
CommTLC4 is received by U,, the payment-release sub-phase
begins. U, checks the correctness of CommTLC4 by verifying
the timelock (t, > t,, + A) mentioned in the payment contract
CommTLC4(U;, Uy, vs, ¢4, t,) received from Us,. If this is correct,
then U, releases the secret-trapdoor pairs {(sy,7y), (S4,74)} tO
U, (Step 8). U; checks whether the contract condition, that is,
<¢, == commit(s, + s,, 7, + r,)> is satisfied or not. If it is valid
then U, takes {(sy, %), (S4,74)} from U,, adds its secret (ss,73)
to it and provides {(sy, 7o), (S4,74), (83, 73)} to U, (Step 9). Each
intermediate user is supposed to provide secrets received from
its right neighbour along with its own secret to its left neighbour.
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FIGURE 4 | CommTLC protocol overview.

This process continues (as given in Steps 9-11) until original
sender receives all secret/trapdoor pairs.

Lastly, user U, provides secret-trapdoor pairs {(s;,r;)}; € {0, 4}
within time ¢, to U,,. If it satisfies the contract condition, < ¢, ==
commit(Z!_ s, L r)>, then U, releases v, coins to U,. Next,
each node present in the path P claims the committed coins from
their respective CommTLCs (similar to HTLCs).

4.3 | Detection of Attacks

We discuss here at what stage of the CommTLC protocol, the
three attacks (defined in Section 3.2) get detected.

* Fakey attack: The malicious payer can launch a Fakey attack
by replacing ¢, with ¢, or ¢, with ¢, or ¢,.c, with ¢,.c, while
forming an onion packet. Any of these changes results in
a different commitment, that is, a instead of the actual
commitment ¢, in step 7 of Figure 4. None of the users present
in the path knows about what message they are forwarding
to their next hop, and unknowingly, the fake commitment
a is being forwarded to payee U, via intermediaries. Once
the onion packet reaches payee U,, it can detect that the
commitment has been modified because a # Cy.c4. Since U,
has both commitments ¢, and c, signed by U, from the Pre-
setup phase, U, can identify that a Fakey attack has been
launched by U,. Moreover, U, cannot deny signing ¢, and c,
due to the non-repudiation property of digital signatures.
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To punish U, the payee U, takes the original c,, SIGNCJO,
and retrieves the IP/TOR address of U, using its public key
and channel ID, and broadcasts a proof of cheating as <
channellDy,, IP addry, , ¢, ¢, SIGNy; , SIGNy; , $,, contract

_failure_mesg > to the PCN. After receiving the proof of
cheating, all nodes in the PCN verify that c, is signed by
both U, and U,, but observe that c,.c, # a, which results
in a contract failure. A PCN node has enough evidence to
determine that U, is an adversary who launched the Fakey

attack.

* Griefing attack: This attack is similar to the Fakey attack
except that the adversary is the payee. The malicious payee
can be either U, or any other intermediate user U,, i € [1, 3].
If U, is malicious, then it can either refuse to provide secrets to
unlock ¢, or provide incorrect secret values to U;. This results
in contract failure, and payer U, receives an error message
enclosed in the onion packet. The packet also contains a field
‘failure_src_index’, which helps U, to identify the adversary,
U,, who intentionally provided incorrect or no secrets to Us.
Additionally, U, has U,’s signature on the commitment c,,
allowing U, to detect the Griefing attack and the adversary
responsible for it.

If the payee is any intermediate node U,, i € [1,3] and
provides incorrect secrets to U;_,, then U;_, cannot unlock the
payment and sends a contract failure error message with the
received secrets along the backward path. This error message
is transmitted via onion routing. When the onion packet
containing the error message reaches U,, who possesses the
secrets from each intermediate node, U, can verify that the
contract between U; and U,,, was executed successfully, but
the contract between U; and U,_; has failed. As a result,
U, can detect that U; is malicious and has launched the
Griefing attack.

To punish U;, U, broadcasts proof of cheating to the PCN,
similar to the punishment process in a Fakey attack.

* Wormbhole attack: Suppose U; and U, are malicious and
collude to launch a Wormhole attack in CommTLC. When U,
shares unlocking information with U, bypassing intermedi-
ate user U,, the CommTLC1 contract between U, and U, fails.
U, cannot unlock the payment from U, because the secrets
provided to U, do not include U,’s secret. Consequently, U,
sends a contract failure error message to payer U,. At this
point, U, can detect that U,’s (s,,r,) (secret/trapdoor) pair
is missing since U, had provided secret message pairs to
each intermediate user during the Setup phase. By computing
the commitments using the secret message pairs received
from U, (in the backward direction) up to the user who sent
the contract failure message, U, identifies the absence of
(s,,1,). In this case, due to the payment failure, none of the
intermediate nodes receive routing fees, thereby preventing
the Wormhole attack in CommTLC.

5 | Performance Analysis

In this section, we discuss the experimental setup, implemen-
tation and deployment integration details. Furthermore, we
evaluate the performance of the CommTLC scheme in terms of
communication and computational overhead.

5.1 | Experimental Setup

We implement the CommTLC scheme using btcd nodes running
on a separate Bitcoin network (btcd v0.23.1). Lightning nodes are
set up over btcd nodes using the LND implementation in testnet
mode, with Go v1.22.1 as the programming language.

The cryptographic operations required by CommTLC are imple-
mented using Python and the Charm library [30]. Pedersen’s
commitment is implemented using modular exponentiation
instead of elliptic curve cryptography (ECC), though an ECC-
based implementation can be easily adapted. All experimental
results are obtained from a computer equipped with an Intel Core
i7-11700 processor, 16 GiB of RAM and 1 TB of disk capacity,
running the Ubuntu 20.04 operating system.

5.2 | Implementation Details

The lightning nodes communicate using various messages spec-
ified in the BOLT [31], which we reference for demonstration
purposes. We set up a host machine running a btcd node con-
nected to the Bitcoin network in testnet mode. Next, we installed
four virtual machines (VMs), each running LND instances on
different ports. Specifically, VMO represents user U, (the original
payer), VM1 represents U,, VM2 represents U, and VM3 repre-
sents Uj; (the payee). The btcd node needs to be synchronized with
the Bitcoin testnet. The current block height of the Bitcoin testnet
can be verified using the Bitcoin Testnet Explorer.! At the time of
writing, the block height was 3,051,011.

After synchronization, we run LND instances on each user’s
virtual machine. Next, we create a wallet for each user: U, U;, U,
and U;. Upon wallet creation, each user obtains a public/private
key pair. We then generate Bitcoin addresses for each user using
the ‘Pay to Nested Witness Key Hash (NP2WKH)’ script. These
Bitcoin addresses are used to receive funds in each user’s wallet
through the Bitcoin testnet faucet.? These funds are necessary to
create payment channels for the users. U, U,, U, and U, receive
0.98601954, 0.87601598, 0.64567680 and 0.66450456 bitcoins into
their respective wallets: wallet_u0, wallet_ul, wallet_u2 and wal-
let_u3, from the testnet faucet. However, these are unconfirmed
balances. Each user must wait for the transaction to be confirmed
to convert the unconfirmed balance into a confirmed one in
their wallet.

Next, we connected node U, to U,, U, to U; and U, to U,. We
verified these connections by checking their peer lists. Then, we
opened a channel between U, and U,, depositing 150,000,000
msat, where U, holds a stake of 100,000,000 msat and U,
holds 50,000,000 msat. U, holds a slightly higher balance to
cover the routing fees. The channel creation generates a funding
transaction, and the opened channel is announced to other nodes
in the network by broadcasting a ‘channel_announce’ message.
Similarly, two more channels are opened: one between U, and
U,, and another between U, and U;, with each user holding a
stake of 50,000,000 msat.

Once all channels are set up, we configure the routing path at U,,.
U, informs Uj, that it wishes to make a payment in exchange for

10 of 16

IET Blockchain, 2025

85U80|7 SUOWIWOD aA1e8ID 3(qedl(dde au Aq pausenob ae sejofe VO ‘@S JO s3I 10} A%eiq) 8ulluQ 43I UO (SUORIPUOO-pUe-SWLRYLIO" A8 | 1Im AfeIq Ul UO//:SANY) SUORIPUOD pUe swe 1 8y} 88S *[9202/T0/62] Uo AriqiTauljuo Ae|im ‘Uelrelqi] 8y L A S000. 214/610T OT/I0P/LI0o" A3 1m AfeIq Ul |UO Yo easa e |//SAny WOl papeoumod ‘T ‘5202 ‘€LGTHEIZ



a service from Uj;. In response, U; generates an invoice for Uy,
which contains c;, SIGNy, (c;) and the ‘payment_req’. Next, U,
uses the received “payment_req” and calls the send_payment()
function, which sends an ‘update_add_commtlc’ message
to U,. The ‘update_add_commtlc’ message includes the
‘onion_routing_packet’ field. In the CommTLC contract, we
replace the ‘payment hash’ field from the HTLC contract
with the ‘product of two commitments’. Following the nested
structure of onion routing, the ‘onion_routing packet’ field
carries ‘update_add_commtlc’ for the channels between U, and
U,, and U, and U;. Once the ‘update_add_commtlc’ message
reaches its destination, U; provides the secret-trapdoor pairs
(8o 7o) and (ss,7;) in the ‘update_fulfil commtlc’ message to
claim the funds locked in the CommTLC contract between
U, and U;. An additional 32 bytes are used in the data
part of the ‘update_fulfil commtlc’ message to supply the
secret-trapdoor pairs.

5.3 | Deployment Integration Details

This subsection addresses the integration of CommTLC with
the Lightning Network’s LND implementation, highlighting
challenges, upgrade paths, backward compatibility and network
configuration.

5.3.1 | Integration Challenges and Solutions

Key challenges include extending Bitcoin Script to introduce
new opcodes, updating LND’s cryptographic utilities for Ped-
ersen commitments and modifying the LND database (chan-
neldb) to store commitment metadata. To overcome these
challenges, we extended Bitcoin Script to support on-chain
commitment operations, ensuring auditability and trust with-
out relying on off-chain mechanisms. We update the script
logic by modifying inputs/script_utils.go and htlc.go files to
implement Pedersen-specific logic. We also introduced new
opcodes for commitment generation (op_commgen), multi-
plication (op_commmul) and validation (op_commverify) by
modifying the opcode.go file in the btcd repository. For Cryp-
tographic Support, we extended Ind/input and Ind/crypto
files for compatibility with the secp256kl curve. For routing
and payment, we updated the Inwallet, Inwire and htlcman-
ager modules to support CommTLC while preserving HTLC
functionality.

5.3.2 | Network Configuration and Parameter Selection

To enable commitment-based routing, we added a configura-
tion option (-enable-commitment-routing) in the config.go file,
allowing nodes to opt into CommTLC functionality. Updates
were made to the Inwire and htlcmanager modules to handle
the product of commitments and to the Inwallet/channel.go and
Inwallet/script_utils.go scripts for adding, settling and failing
CommTLC payments. We defined a 33-byte commitment size
and adjusted the cltv_expiry_delta to 42-45 blocks, which is 2-5
blocks more than the 40 blocks used in HTLCs.

5.3.3 | Backward Compatibility

To ensure backward compatibility, we enabled LND to support
both HTLC and CommTLC. Conditional logic in link.go pro-
cesses payments based on the type, while a feature flag introduced
during the channel reservation process (Inrpc/lightning.proto,
Inrpc/rpeserver.go, Inwallet/channel reservation.go) identifies
the HTLC type. The pathfinding algorithm was modified to
prioritize a single HTLC type for multi-hop payments, preventing
incompatibility-related failures.

5.3.4 | Incremental Upgrade Path

The changes were implemented incrementally and validated
through rigorous unit and integration testing, including end-to-
end tests added in itest/Ind_test.go to ensure smooth deployment
and reliable functionality.

Thus, this integration enables LND to support CommTLC
alongside HTLC.

5.4 | Evaluation

In this subsection, we assess the communication overhead and
computation costs of CommTLC. Additionally, we compare the
performance of CommTLC with the latest schemes, MAPPCN-
OR [32] and EAMHL+ [14].

5.4.1 | Communication Overhead

Let there be n + 1 users {U,, Uy, ..., U, } present in the payment
path. The communication overhead is determined by the amount
of data exchanged by the users on a payment path during the
execution of CommTLC. This overhead falls into four categories:
Pre-setup, Setup, Payment-lock and Payment-release, as shown in
Table 3. The overhead incurred during the Payment-lock phase
is common to other payment channel-based solutions that use
onion routing, such as [13, 14, 32]. Therefore, the remaining three
phases—Pre-setup, Setup, and Payment-release—introduce addi-
tional overhead specific to CommTLC. In CommTLC, there is no
communication overhead associated with the Setup phase, so the
communication overhead incurred by CommTLC is specifically
due to the Pre-setup and Payment-release phases.

Table 3 compares the communication overhead (theoretically
estimated) of CommTLC with MAPPCN-OR and EAMHL+,
where |m| denotes the bit length of m; |CM| denotes the commit-
ment length which commits to a secret value; |OnionEnc| denotes
the bit length of the ciphertext generated by the onion encryption.

In CommTLC, during the pre-setup phase, the size of a signed
commitment is considered to be 64 bytes for 128-bit security. Thus,
signed commitments are regarded as being of constant size. In
the Payment-lock phase, secret/trapdoor pairs are transmitted
via an onion packet, so the communication overhead in the
payment-lock phase of CommTLC is just n|OnionEnc|. Similarly,
MAPPCN-OR sends a random value r; through the onion packet,
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TABLE 3 | Theoretical comparison of communication overhead in CommTLC, MAPPCN-OR and EAMHL+.

Phase CommTLC MAPPCN-OR EAMHL+
Pre-setup phase 2|ICM| + |Z4] + ¢ — —
Setup phase — | 27;01 ri |Grl
Payment-lock n|OnionEnc| n(|OnionEnc| + |P| + |Q|) n(|OnionEnc| + |G| + |G,])
Payment-release nlZ,| nlZ,| n|G,|

TABLE 4 | Theoretical comparison of computational overhead in CommTLC, MAPPCN-OR and EAMHL+.
Phase CommTLC MAPPCN-OR EAMHL+
Pre-setup phase 2T commgen + 3Tcommasign + 2124 | — —
Setup phase (l’l - 2)(|Zq| + TComm.gcn) + T n-l, Tpair

2,:0 i

(l’l - 1)TCDmm.mul

Payment-Lock (n = 1)(Tpky.gne + Teky.pec)

Payment-Release (2n +2)Tey,

1(Tegy Enc + Tsnc +
Tpky.pec + Ts.pec) + 21 Texp

n(Tcxp + Tpair)

n(Texy Enc + TsEne + Texy.pec +
TS.Dec + Tsmec + Teca)

n(Tsmcc + TCC&)

=
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FIGURE 5 | Total communication overhead in CommTLC,
MAPPCN-OR and EAMHL+.

but additional elements computed using elliptic curve points are
sent separately, resulting in higher communication overhead.
In contrast, in EAMHL+, random numbers are selected by
the intermediate users, and these random numbers, along with
some group elements and the onion packet, cause additional
overhead. The experimental evaluation of the total communi-
cation overhead in CommTLC, MAPPCN-OR, and EAMHL+
is presented in Figure 5. The figure demonstrates that the
communication overhead in CommTLC is significantly lower
than in MAPPCN-OR and EAMHL+, making CommTLC more
suitable for practical use.

5.4.2 | Computational Cost

Let there be n + 1 users {U,, Uy, ..., U, } present in the payment
path. Similar to communication overhead, computational over-
head also falls into the following four categories: Pre-setup,
Setup, Payment-lock and Payment-release. We compare the total
computational overhead of CommTLC with MAPPCN-OR and
EAMHL+, as theoretically determined in Table 4.

We use Tcomm gen t0 represent the time overhead for generating the
commitment for a single secret message, Tcomm.sign fOr the time
overhead of signing a commitment and T¢ypm mu tO represent the
time overhead for computing the product of two commitments
in the finite field. The encryption and decryption overheads
of public key encryption in onion encryption are denoted by
Tekypne and Tpgype, respectively. Likewise, Te, represents
the time overhead for modular exponentiation in the finite
field.

Additionally, MAPPCN-OR and EAMHL+ use T, to represent
the symmetric encryption overhead and Tgp for symmetric
decryption overhead. Ty, represents the time overhead of
bilinear pairing operations. In MAPPCN-OR, T, and T,
represent the time overhead of scalar multiplication and addition
operations on the elliptic curve, respectively.

The pre-setup and setup phases introduce additional overhead
in CommTLC, but the payment-lock phase causes less overhead
compared to other methods. In the payment-lock phase of
CommTLC, the overhead is only due to public key encryption
and decryption, whereas in MAPPCN-OR, there is additional
overhead from symmetric key encryption and decryption, as well
as scalar multiplication and addition operations on the elliptic
curve. Therefore, the computational overhead in the payment-
lock phase of CommTLC is lower than that of both MAPPCN-OR
and EAMHL+. In the payment-release phase, CommTLC uses
the additive homomorphic property, so the addition operation
in the group takes constant time. The overhead is caused only
by modular exponentiation. On the other hand, in the same
phase, MAPPCN-OR has comparatively lower overhead because
all operations are performed on the elliptic curve. EAMHLA,
however, incurs high overhead due to operations like pairing and
field inversion over the finite field. We present the experimental
evaluation of computational overhead in Figure 6. Although
CommTLC has lower computational overhead in the payment-
lock phase, its total computational overhead is slightly higher
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FIGURE 6 | Total computational overhead in CommTLC,
MAPPCN-OR and EAMHL+.
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FIGURE 7 | Impact of load on network latency and throughput in
CommTLC.

than that of MAPPCN-OR but significantly lower than that
of EAMHL+.

To analyse network latency and throughput under stress condi-
tions, we (1) increased the number of open channels from 50 to
200 for all the nodes present on the path and (2) varied processing
and queuing delays at each intermediate hop. The resulting
graph of network latency and throughput versus number of
intermediate nodes in CommTLC for the current setup with
14 intermediate nodes is shown in Figure 7. The bulk of the
time needed to serve a packet in CommTLC arises from the
processing of packets in onion routing (encryption/decryption)
and the setup/verification time in CommTLC contracts. We have
found that the time from receiving an onion packet from previous
neighbour to sending it to the next neighbour with four active
HTLCs is 20.04 ms. We observe that network latency increases
with the number of hops. For two intermediate nodes, each
having four active HTLCs, the latency is 69.1 ms, while for 14
intermediate nodes, it is 300.60 ms. However, CommTLC remains
practical, as LND typically uses an average of three to five hops.

5.4.3 | Adversary Detection Time

We present the time taken by an adversary to launch a Fakey
attack, a Griefing attack and a Wormbhole attack in Table 5. In
a Fakey attack, where U, is malicious, the attack is detected
by U, in 65.28 ms in our setup with five users from U, to U,.
In a Griefing, attack with i = 4, where the adversary is U,, the

TABLE 5 | Time taken to detect an adversary launching Fakey,
Griefing and Wormhole attacks in CommTLC estimated for a setup with
three intermediate users.

Attacks Adversary detection time
Fakey 65.28 ms
Griefing; 85 ms fori =4,

101 ms fori =2
Wormhole 111.5 ms

Note: In Griefing;, the i-th user in the payment path is malicious and attempts
to carry out a Griefing attack.

detection time is 85 ms. However, when the adversary is U, (for
i = 2), the detection time increases to 101 ms. Lastly, in the case
of a Wormhole attack, where U, and U, are colluding malicious
nodes, the detection time is 111.5 ms.

6 | Security Analysis

In this section, we provide the security model and show that
the proposed CommTLC payment protocol is secure in the
Universally Composable (UC) security paradigm, as defined by
Canetti [33].

The Universal Composition Theorem: Let p, ¢ and 7 be
protocols such that ¢ is a subroutine of p, 7 UC-emulates ¢ and
7 is identity compatible with o and ¢. Then, the protocol p?~7
UC-emulates p [33].

Definition of UC-emulation: Given a security parameter 4, the
protocol IT UC-emulates protocol F if for any computationally
bounded adversary A, there exists a probabilistic polynomial time
(PPT) simulator S such that for any PPT environment Z, the
ensembles IDEAL;. 5 - and REALy; 4 - are computationally indis-
tinguishable.

Before applying the Universal Composition theorem to the
CommTLC protocol, we describe the real-world entities, the
ideal functionality model and the adversary model for the
CommTLC protocol.

We closely follow the terminology introduced by Canetti [33],
in which a protocol is viewed as a set of interacting machines.
Furthermore, each machine is assigned an identity ID, a commu-
nication set C and a program u that it executes.

6.1 | Real World Entities

We have five user machines with identities ID,, ID;, ID,, ID,
and ID,. Each machine implements the CommTLC protocol; we
denote the CommTLC protocol by IT¢qmmec-

6.2 | Adversary Model

We assume that there exists a PPT adversary A, capable of
efficiently corrupting users in the payment channel network. A
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FIGURE 8 | The ideal and real worlds in CommTLC using the
UC framework. In the real world, the environment Z, with identity
ID,, provides input to and receives output from protocol machines
with identities ID,, ID;, ID,, ID3, and ID,. Z can also interact with
adversary .4, which has the identity ID,q4,. In the ideal world, the oval
shapes represent dummy user machines (DIDy, ..., DID,) that pass inputs
directly from Z to Feommuc and relay outputs from Foommee back to Z. The
simulator S, with identity IDg;,, acts as the adversary in the ideal world,

interacting with both Z and F.ommic-

can extract the internal states of corrupted users and intercept all
information passing through them. These corrupted users may
collude to steal relay fees from honest intermediaries or lock the
collateral of other users along the payment path. This prevents the
remaining users from participating in any further payment execu-
tions by withholding or providing incorrect secret values. A can
also send arbitrary messages while impersonating any corrupted
user. However, communication among honest (not corrupted)
users takes place over secure channels, making it inaccessible to
A. The payer and payee have a secure channel between them, but
neither has a secure channel with the intermediate nodes. The
intermediate nodes only know their previous and next hop users
on the payment path. Here, we focus on internal adversaries, such
as the payer, payee or one or more intermediaries.

6.3 | Ideal Function Model

The ideal world functionality F,,mmqa. iS built on top of other
ideal functionalities, utilizing {Fyn, Feoms Fasa) @S Subroutines.
The ideal functionality F,, models secure message transmission
between two users, ensuring that messages are transmitted
securely and remain confidential. Send,, interface is defined to
send messages via F,,,. Next, the ideal functionality F,,,, models
acommitment scheme that generates a commitment ¢, which can
be verified later by revealing the secret message and trapdoor.
F4. models the secure signing functionality. Additionally, there
are dummy user machines, denoted as DID,,... DID,, which
relay inputs to Foommue and outputs from F,nqc to the caller
machine. Finally, following reference [33], we introduce the
protocol pommic> Which is a protocol that calls another protocol
implementing the functionality ., mc-

Figure 8 shows a picture of the real and ideal worlds in CommTLC
using the UC framework.

Theorem 1. Let oo mmice Feommie @A Heommue be protocols. Then
the following are true:

* Claim 1 - F ommuc S a subroutine of peommiic-

a) Fakey Attack b) Griefing Attack

ith identi
Z with iden 'ty g | | Z with identity 1D ‘

eac machine runnlng commtlc

0C &

eaclh machine running Tlcommtlc

(® ,

IDadv
IDadv

¢) Wormhole Attack

| Z with identity D, ‘

‘ eacIL machme runnin, T[comrptlc

XL

FIGURE 9 | Fakey, Griefing and Wormbhole attacks in the real-world
setting using the UC framework.

IDadv

* Claim 2 - Tumae UC-emulates Fopmye in the
{Font> Feoms Fasa)- hybrid model provided that (a) digital
signature scheme is computationally unforgeable, (b) Pedersen

commitments are secure (under the DLP assumption).

* Claim 3 -
7:‘

commtlc*

Heommae IS identity compatible with p.opma. and

Proof. Claim-1. Since pcommic €allS Feommues Feommie 1S & Subrou-
tine of Pommue and the claim follows.

Claim-2. We consider an adversary corrupting distinct users in
Griefing, Fakey and Wormhole attacks, as shown in Figure 9. We
then prove that IT,,,uc UC-emulates F,,,mq. for each of these
attacks. In the real world, the environment Z provides inputl and
input2 to ID, and ID,, respectively. The same inputs are provided
to DID, and DID, in the ideal world by the environment Z. Here,
Inputl = (y, 7o), (81, 71), (85, 15), (53, 73) and Input2 = (4, 7,).

* Griefing-i attack: Here, i represents the user performing the
Griefing attack. If ID4 performs the Griefing attack, it is
referred to as a Griefing attack by the receiver; otherwise, it is
considered a Griefing attack by the i-th user. In this scenario,
the adversary can corrupt ID, or any other intermediate
node, except for ID,. When the adversary ID,4, corrupts
ID, in the real-world setting, the attack is initiated. After
receiving inputs from ID, ID, generates a commitment ¢, =
commit(s,, r,) and sends ¢, along with its signed version to
ID, via a secure channel. ID, follows the CommTLC protocol
as detailed in Section 4. When ¢, reaches ID,, ID,,, samples
(s;, r;) € Z, and shares {(so,ro), (s;, r:t)} with ID; via ID,.
Next, ID; computes commit(s, + s;, ro+ r;) = qb;. With very
high probability, ¢; # ¢, because, due to the ‘conditional
binding’ property of the Pedersen commitment, it is extremely
difficult to produce a secret/trapdoor pair (s:l, r;) that results
in commit(s, + s;, ro+ r;) = commit(s, + 8,y + 1,). Thus,
protocol execution halts at ID; and it returns O as output to
the environment Z.
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Similarly, in the ideal world, when ¢, reaches the dummy user
DID,, the simulator ID;,, samples (sZ, r:) € Z, and provides
{(89,70), (s:, r;/ )} along with ¢, as backdoor input to F.ommuc-
Next, Fommie cOomputes commit(s, + si,ro + r:) = ¢;’ using
the F.,mmi: Subroutine. With very high probability, gb;’ e NN
due to the conditional binding property of the Pedersen
commitment. F. g then sends output O to DID;, which
forward it to the environment Z. The environment Z receives
output 0 from both the real and ideal worlds with very
high probability, making it unable to distinguish between the
two outputs. Therefore, IT 4. UC-emulates F,pmac in the
Griefing attack.

Fakey attack: In a Fakey attack, an adversary corrupts the
payer. Here, ID,,, corrupts ID,. After receiving inputs from
ID;, ID, generates a commitment c, = commit(s,,7,) and
sends ¢, along with its signed version to ID, via a secure
channel. The adversary ID, 4, intercepts and drops both ¢, and
the signed c, intended for ID,. It then samples (s;,r;) €7,
and generates a corresponding commitment c;. ID,4,, Which it
sends to ID,,. ID, continues following the CommTLC protocol.
When ¢>; = cO.c; reaches ID,, ID, shares {(sy, o), (Ss,74)}
with ID;. Next, ID; computes commit(sy + Sy, 7y + ¥4) = Py.
With very high probability, ¢, # qb; due to the conditional
binding property of the Pedersen commitment. As a result, the
protocol execution halts at ID;, which returns 0 as output to
the environment Z.

Similarly, in the ideal world, after receiving the inputs from
ID;, DID, forward (s4,74) t0 Feommue> Which sends ¢, to ID,,.
However, 1Dy, drops this message. Instead, ID;,, samples
(s:, ri) € Z,and sends it to Fopmec- The functionality Foommac
generates a commitment cZ using F,, subroutine and pro-
vides the adversary’s signature over it with the help of the sub-
routine Fy,. It returns c: and its signed version to DID,. When
qbZ reaches the dummy user DID,, it sends {(s,, 1), (84, 74)} and
¢~: t0 Foommie: Next, Foommae computes commit(sy + 4,79 +
ry) = ¢, using the F,, .., subroutine. Since, ¢, # qS;' with very
high probability due to the conditional binding property of
the Pedersen commitment, F.,,mq Sends output 0 to DID;,
which then forward it to the environment Z. The environment
Z receives output O from both the worlds with very high
probability, making it unable to distinguish between the two
outputs. Hence, IT.,,,qc UC-emulates F, .. in the Fakey
attack.

Wormbhole attack: In a Wormhole attack, the adversary ID,4,
corrupts both ID, and ID;. Upon receiving inputs from 1D,
ID, and ID, begin executing the Commtlc protocol. ID,
generates a commitment ¢, = commit(s,,r,) and sends c,
along with its signed version to ID, via a secure channel.
When ¢, = c,.c, reaches ID,, it shares {(s,, ry), (84, 74)} With
ID;. ID; then computes commit(s, + 4,7y + 4) = ¢4. Since
both ID; and ID, are controlled by the adversary ID,q,,
the inputs {(sy, 7), (S4,¥4), (85, 75)} from ID; and (s;,r;) €7,
sampled by the adversary ID, 4, are sent directly to ID; through
the adversary’s backdoor channel. ID, then sends all received
secrets along with its own secret (s, 7;) to ID,. Upon receiving
these secrets, ID, computes commit(s, + s, + $; + s; + 58,70+
ry+r;+ r; +r)= ¢;, which does not equal ¢,. As a result,
the protocol execution halts at ID,,, since ¢>; # ¢, with a very
high probability due to the conditional binding property of

the Pedersen commitment. ID, returns O as output to the
environment Z.

Similarly, in the ideal world, the simulator IDg, samples
(s;,r)) € Z, and sends it as a backdoor input along with
other secrets, that is, {(s;', r; ), (83,73), (51,71)} 10 Fegmmiic-
Feommue already has (sy,r,) and (s,,r,) from DID, and
DID,, respectively. Next, F.ommde computes commit(s, + s, +
53+ s;' +S, g+, 13+ r; +r)= ¢>'1' using F,,, subrou-
tine. However, ¢’1’ # ¢, with a very high probability due to the
conditional binding property of the Pedersen commitment.
Therefore, Fymmae returns 0 to DID, and DID,,, which relays
this output bit O to the environment Z.

The environment Z has received output 0 from both the
worlds with very high probability. Therefore, Z cannot distin-
guish between the two outputs. Hence, IT ;. UC-emulates
Feommic in the Wormbhole attack.

Claim-3. IT.,,mae consist of five user machines with identities
ID,, ID,, ID,, ID; and ID,. Similarly, F.ommae contains five
dummy user machines: DID,,, DID,, DID,, DID; and DID,. As
a result, there exists an identity-preserving injective correspon-
dence between the machines in I, and those in Fopnmiec-
Additionally, p.ommic comprises machines with identities DID,,
DID,, DID,, DID; and DID, and a ‘caller machine’. Therefore,
no machine in I .. Shares the same identity as a machine in
Peommitc \ Feommie- Consequently, I, is identity compatible
with both p.;mmic and Feommiic- O

7 | Conclusion

In this paper, we have proposed a scheme, CommTLC, that
detects Fakey, Griefing and Wormhole attacks along with iden-
tifying the corresponding adversaries launching these attacks.
CommTLC ensures that the payer sends the same payment
key received from the payee, forces the payee to provide the
correct secret/trapdoor pairs and prevents Wormhole attacks. We
implemented CommTLC using the LND implementation of the
Lightning Network and evaluated its performance in terms of
communication and computational overheads. We also compared
its performance with the MAPPCN and EAMHL+ schemes. We
analyzed CommTLC’s security using the UC framework and
successfully detected adversaries in all three attacks within 112
ms for a payment path involving five users.
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Endnotes

Thttps://live.blockcypher.com/btc-testnet/

Zhttps://coinfaucet.eu/en/btc-testnet/
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